Towards a Safe, High-
Performance Heap Allocator

Lessons from CHERIfying snmalloc (so far)

David Chisnall
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Building the object abstraction
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Building the object abstraction
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Building the object abstraction

Free regions for reuse must be
tracked by allocator
/




Less-than-full abstraction

Spatial overflow
to different allocation
|/
v
Spatial overflow
to free space
|1
v
Retained pointer to
to-be-reused memory




Towards full abstraction for the heap
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Heap allocator is a core part of the TCB

Shared Heap

Heap Metadata

TeTe

3931

Allocator (TCB)
Client (untrusted)

Expose for client Allocated Object *



orangcass 35"
Ee ‘ -@8676 4@7ECe @7 CoE: >@C6 DA64 12=; Kég D42C] N R
E:q 65 36:2 56D .
24EF 2w 4@?D6CG DEF5: :6D ?868 E96 5. EECF4EZCC2 7RC>p >@5607 2
364 =J DF3 2E:G6 l,a_. %9 1 225¢ C64E 27 86)6?E 128 v $SMCE) o o 0D
6? > 6 =2 2:27 3‘6? @ E6 =<6
c. 2E6 F- =2 ES @ceD: 4JE D . E96
D @7 C DAV.h DED = @49c :D E92R SF 6 CéDp
2?460 D:?46 d_ Eeed by ‘”?:ZQ ‘J;E(‘:cbe>_6 3 86:’“‘}4 =6>FO ﬂ'} 62 ) Jb2 ool
-t EC2= =g e 1286 1 2 19 E36 =g 26 225 E9g pcen; s 206 Bt e o -
G6C 6 () 6 1= m 9E =6 6 664 EC25; i1 @7 225 920 A
D: H2 6: 36EHE >FCD p ACé > 626 :E:@? 22 1565 9266 Qe .4 b
EJ § 2c6 J 7c DBO : H66° " .. oLy 2ee K565 Crogyy ~ - N
66 2= r922? i 26],a =E e 2A:78C>p 2 ~J E90rg et H b L -
3642> D81 4737000 < o] B e E95c ;. "=ec=o§f e, g o LR -
6 6IE: E96 @DD:= = A ‘92?? L & 6246 ’ !‘=<6x AC: e S #G6S 2 M23zegy
- :?24E =6DD E9 6>FC p 8: 2:' +C Ho' A2CE "J,‘ "eHGGGc[ m 56' ll : > 2E6D] $9:p AGDDDp) J,cn::;o“glm m 'g
s 22 JE E =6 - E96 DFAGC P AAQCEF? D - Draagopgs ' wwc oA " e e
2?: 7eF?5 b‘ Eﬂs EgeFDz;s @')86(: k e 665 "J!Z)?;c[: p’EZCQE 42 2E:2 67 2 FCC53 MSE§§>3J -B:mm '.:}. - M:z.:l: g::l;mu A Koae -8
+G6CDE >2==6DE AC 6=D6HI6 96:C 5: G‘;sz 280 E964@7EC§ C:42 225 142 2CQF?25 Wi ?‘- pIC: 47 ZRQ.J D’i,“” %62 m" h.mx.“ 3 “
PO Cé :? :EJ :? {6>FCDJ2 ce> 2 EC6 12825204 <o B oo "1252320420 ed 68:4 DEpS gy neres R % 0 o =
FCD =24< =Q4Q ba. H 3@E9 /¢ X=68D] 6 =:>3 C H:E9 2 >J2[ £96 W0g_ 1252821 2C6 24EF2 “m lL‘m 75C2: 27 36620mny By, « 0
2?2J D9 >QRE:Q? E96 C6 W (119266 "75 33 2== 7 >:2:5F» J HRF=5 ~h, >J2i" ==J DF3 166 [ 'zu:."“ln,, b4 - & 2y n
2 225 2C65 (62 28 467E=J 6IE: 228:2DA64 » i BEC T66E =16 3 s - Erpgoe— - ™ AR [ 104 2 1 oy
s piasEl 4p Scas S i »-e-;: &) AR e o - e
10 ol C:Dé E 3C665:28 D:K6D[ . gsg 7ce> Wbd_-cc 396 8 W EH2C5 2M62c§;4h49°9 D: o A gl Stg'lml 2 566 5266 C:4: ’:m —n"“u .".:-.,, v
COF89=J AGE:E:@? 7@C >2 RE9 phe . [ 2== @ ‘EJ g '3).( pC4926 ' “Cez.n E'92;2< ?a P © 3642>6 6IE: .ml!‘ w:’znm'w;;’ & v ; ~
Ee e ZE6D . .)G@ -2E:G6=J 4' C. E96C ACH R 1) - ® 1 e" 296 >99<6JD =6DD E92? . £ 2 0 'tl.'.n.:c - " " |
E@ C:4 J62CD 2 G:78 =@H = @>>0? >2E6 o], Md (E: 225 : b, m”m" bopoomn L n 3
I:> :46 A255: 8e|[ =6G6=D @7 DtIEC6>6 ich=26956¥3¢ B R S o o ® 2100 s A '
H 96(:6 - GD 2?5 SCAHI 2AA62C2246X C6DRFC46 = >'G6 30292 b bcss 5:G6CD6 6DE AC ?-“6 2 s PRt ) ’.‘x':.! ") :-*"- “ - LS -
AC64:A: E :D gh E2E: 29‘ 96%6C' {6>FCD =24 =040>0E; .~ B9% C o 3264 a L LT M ' .‘
9232E :@2 225 2¢62[ Oe_[_— TPer Qs 28@2:D>[ DF49 2D 5@>5 D62D@?2= 3C665: E 63 - leveen b et o A TR 2 - e - '
5 LH <>a hfic A 5 40>A 22246 06 28 2C6 2=D 523 225 2: pod 5266 44 s e s -
F370 oy 6DECF4E:@? 225 9F? 28C:4F= C)C6E :£:€2],be. q6T6C 953“8” - 92(;2':??-![ 45 D;?' ::om” gt - 3 . T -coernr s -
DD:= =6>FCD] |@DE @ C6467E E:?8 92G60e492c23;‘é"°3 X1 b ‘23;56 W<?@H? -eé J()r- 6,E96 2G:G2= » 49>£§?ECSM ¢ (@ am ol 2 s ,;."-"n B v .
492786 . 2 e7 CE96:C 896 J[ E96 52 - 2 5% Iegh COF89=J :E:02 78C >286D :26 “'Z!“-J - WC AR, o ! LB -~
2 [ 6IE AAC@I:>2E6=J C6DF=E6S GhELS . I - Jg tw - o i1 4 % 20 - 3 :
. DF=E65 : ,2. S6DA:E6 E C2:278C6DE e J6200 280 s oo 2!
ecC : : -6>Fc 96:C D @7 £96 6 l 6 202G -2 -
'Gsizé;mDQ'ZE .@2] $@>6 @7 c6>2:?D( 4978:7F61,bh. & - ‘:@Mfg o 564' :2:28 ¢ S e — igzs;:f;zfé - ‘“‘Azeﬁ? rdenin. o9ars 200 S5 =
£92? £96:C 252AE2E: 5> . 1 6p @7 =6RC 206 6:F 923 st g
.78 £96 5 E96 2E: @7 H6C6 '< FCE:= CG46"E-J[ - 29 E 2C6 © 39062!:59' 17 4@==64E:G6=J ZD 5:> SEDECPAE:8? 275 9F7E:? s frpapp————p~ . @8
2J),¢- 6 70C>D E 6>E'CD 65 °C 62522 £96 DF3760D: oo 78 92660MC . - L
E * leE @?=J H DE>6 H6:89:? E92E H6C6 5 @ 2786C65) &?=6DD .= =6>FCD] |8 2C24E6CEN:C -3
l s 616([; F?=:<6 E96 s'G?: 72@P . D“? -2 E96:C E @7 E96 C:%7 | 6FC @2=J - ‘n DE :;D ey CRPEES 11 <F :n:u oy ”
e : oo M = Q s H R 7= ~ =10 "
@246 £ @c 2c6 20H =67E F? DFRA C>F49 2D e O G c6-2E: £GED] b’ e § 61 §92E  668=G6S :? :D¢ o2l W), 6 - R .o e
6>FC D:K6D] J62 5:G6CD6 ; eCE@‘ 4‘ ! E - 2 82c2 26 Emagz '3::9 24 =286C :;g‘ °;z s>6 07 £96:C 2520828 NCH ICE:e CHENN .‘f!' e ¢
C6DF . 2- ,, X FA:65] b . 2 6( E: G6 SFC: :78 E96 <& “um oY o 3 ¢ eRwWR R
- :? qp 275 9266 ol 496D D:746M6EOZE é- N o8 AZCED e |25282D42C[ H9 . 520],c_. 108 #=J B6CE ,,.,:""”"E o R
?E6C AC@G.565 C6062c49 2E=J : °4C62D65 @Fc DE23:= 3275 : :49 326 : 5668 5 07 7% : ‘“"chsmz;,“‘.’;, ‘_“:-ax e e
46 = :6D . - @ I25282 E c2286 07-5 6 566006 o mEme -
DEC2= 492C24E6C: DE: 4D @?DF?5 25:28 @7 E96D6 ! 286D >rcnm| 8 ne? @ TSl b - x«g,‘”"‘ ‘
s 6SGDECFAE .@? _ 60 #6D62C49 724 -:E:6D s-<5 ggs F 6 c;’?l UZ”W :"” 1 o .A.. e S e
> p 2C6 g20eJ 1NCKDES IS pe2d:e:td @ Wt -
6G@—G65 J AC->2E6 pC 492: :ED D?2C65 H:E9 ‘- : . v . £96:C >:1 @7 zuw.” ceeactd H o m " e o
a D 2D D42C] e >@56 2 H e? AC >2£6 ‘,zau“ N n e K 36 pi T 2 e
AucG6CI ) " 7ac>D 5FC:?8 o £al6 ¢ Wdé?ggé a6 sz 47273 0T go o 68 ’ Wi % B o '“"""’ v s
6 ECF4E2CC2?86>6 E@ £66E9( <70 2 E ¢ »J2x €C 12=684626 g2k, eer £er? ﬁ( o Dagd:2e -y » o
ae94@>3! 2= " Ago0eD0) e ey L Ll .-
56D4 “:@C:D\=:<6x AC:>2!60] $9: D I g”' | L P ’x‘ ' w " T . ) v - - .
Y ngg AC6D6? @7 E96 DEC6AD E68 - ) T f“ . wH o
8:66? aanacer?2:E:60 F256C 7508 o8 8% 2w g Ll - 2
jeis 2:E: @ 6 260) 25T pceom ¢ o HIo! 20008 - el
o aa@cE6S 37 p0g=48676E:4 pEFS:60),8-: 196 =286 BB e Rl "
P B8 ch goartiE e g
I N . g s RN '
;s '-e 000 4l . - .
wuxt ‘ 9



snmalloc pre-CHERI defenses
Canary free objects and occasional tests of liveness

Spatial separation General Canaries

Information disclosure

Temporal aliasing

Metadata  Out-of-band

access or
corruption |n-band

Incorrect free

Randomized defenses [ Deterministicw/issues | Soled(?)
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snmalloc pre-CHERI defenses
Canary free objects and occasional tests of liveness

Spatial separation General  Canaries / Look up allocator metadata for source & dest! ‘

memcpy - / Opt-in zero when allocating ‘
Information disclosure _ .. ,
Randomization to frustrate attacker’s attempts to locate

Temporal aliasing Randomized free objects of interest
queues

Randomized location

Metadata Out-of-band & guard pages

access or
corruption |n-band

Incorrect free
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snmalloc pre-CHERI defenses
Canary free objects and occasional tests of liveness

Spatial separation General  Canaries / Look up allocator metadata for source & dest!

memcpy - / Opt-in zero when allocating

Information disclosure _ L. ,
Randomization to frustrate attacker’s attempts to locate

Temporal aliasing Randomized free objects of interest
queues

Randomized location

Metadata Out-of-band & guard pages

Optional “encrypt and MAC” on in-band metadata:
Pointer obfuscation & minimizes disclosure and detects tampering (whp)
lightweight MAC

Incorrect free ™ & (opt-in) check of
ptr to object start

Randomized defenses [ Deterministicw/issues | Soled(?)
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access or
corruption |n-band

“Same object twice” DF, not “temporally aliased”
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CHERI capabilities capture provenance

CSetBounds

CSetBounds

Heap Metadata
T2Te -
252l

Shared Heap

Allocator (TCB) \

Client (untrusted)

Allocated Object

Sub-object Spatial adjacency only as addresses;
capabilities do not authorize accesses beyond bounds!

16



What about free()?

Per-object headers? Per-segment headers?

~ 0 mod 16 MiB

ptr S ptr

* Bounding in malloc() means free() can’t use argument as pointer!
* Need to reach metadata via allocator-private state (global/TLS/handle)

17



free() requires amplification

E o
X Slab/Object Metadata

* snmalloc’s central internal data structure is its “Page Map”
(VA / 16KiB) — Per-Slab or Per-large-object Metadata

Data Arena

* Convenient place to stash widely-bounded pointers



Don’t stare into the void*

mmap () Allocated
Arena Object

void * void *

CEL,
pointer

void *



Don’t stare into the void*

mmap () Backend Frontend Slab Fast Allocated
INGIE Chunk Chunk Free List Object

void * void * void * void * void *

Backend Frontend Slab Fast Freed free()
Chunk Chunk Free List Object pointer

void * void * void * void * void *

20



Don’t stare into the void*

CapPtr<T,B> aka B<T>: T* with static bound annotation B (Arena > Chunk >Alloc > Wild)

mmap () Backend Frontend Slab Fast Allocated

Arena Chunk Chunk Free List Object

Arena<void> Chunk<void> Chunk<void> Alloc<Free> void *

Backend Frontend Slab Fast free()

Chunk Chunk Free List pointer

Chunk<void> Chunk<void> Alloc<Free> Wild<void> void *

Safe affordances:
CapPtr<T, BOut> capptr_bound(CapPtr<U, BIn>, size t); // BOut < BIn

void* capptr_reveal(Alloc<void>); 21



Initial CHERIfication of snmalloc

Threat Pre-CHERI CHERI : .
_ / CHERI spatial bounds do their thing!

Spatial separation General Canaries

Temporal aliasing Randomized free <

Still just randomized defenses

queues ya CapPtr eases auditing

/ Clients not linked to snmalloc globals,
but arena caps can still be leaked

Randomized location

access or . . . Capability bits are precious; can’t obfuscate,
corruption  |n-band Pointer obfuscation  Seal but can seal (not yet done) and can still MAC
& lightweight MAC & MAC
Incorrect free ™ & (opt-in) check of 1T &
ptr to object start &’s check

Randomized defenses [ Deterministicw/issues | Soled(?)
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Address-space quarantine

malloc

N

Free Allocated

\/

free



Address-space quarantine

Free
r‘evoke/ \nflalloc

—

free

26



Cornucopia guarantine & revocation

Kernel

Shadow

Stack /

g

Heap

Globals

Registers

* Application free()-s object, might retain references.

* Express quarantine by painting shadow bitmap
* Live and free objects have 0 shadow bits.

e Eventually, ask kernel to revoke stale caps
» Sweep AS & remove caps w/ base address shadow bit set

* After revocation, stale caps gone,
* Now safe to clear shadow bits, &
* re-issue unaliased address space!

27



New architecture
Per-page capability load generations

TTBR PD PT Phys mem

» » »
» » »

— — — No trap: tag set, gen =

A No trap: tag clear

\| >

|||f\L

1-bit generation counter in core < Trap: tag set, gen #

...and in each PTE

Loads trap if (core gen # source page PTE gen) and (loaded CHERI tag is set)

28



Revoking with capability load generations

TTBR

PD

PT

S

AN
il

N

Phys mem

I
B
|

Revocation begins by stepping
global load generation on all cores

»
»

\
N

Background scan visits all pages w/ caps,
updates PTE generation

As loads cause traps, sweep per page
and update PTE generation

29




Threat assessment w/ CHERI & cornucopia

Spatial separation

Randomlzed
free queues

Temporal aliasing

/

Information disclosure

access or conlt /
i ea
corruption |n-
rroend & MAC _/
Incorrect free T & (opt-in)
ptr check

Randomized defenses

Address space quarantine & revocation
eliminates dangling pointers

Zeroing post quarantine implies 0 at alloc,

but leaves quarantine full of junk.

Quarantine tracked out-of-band;
metadata in-band only once unaliased

At entry to quarantine:
pointer validation & atomic claim of AS

30



Very early revocation benchmarks

* An unoptimized implementation, no statistical power; do not quote!
e SPEC CPU2006 on Morello w/ load generations

Single core 0.69% 1.7% 24% 23%
Revocation offload (SMP) 0.44% 1.1% 12% 20%

31



CHERI+MTE

Memory colouring for faster and better tempor



What is memory colouring?

Colour value embedded
in the ‘spare’ top bits of
a pointer.

Pointer

Pointers may access
granules only if the
colours match

Non-addressable
colour (typically 4

(typically 16 bytes) bits)

Addressable
memory granules

Granule

Granule
Granule
Granule
Granule
Granule
Granule

Granule

Main memory



Beyond Morello:
non-orthogonal CHERI+MTE in heaps

Capability colour Shared Heap
|

SIS T M\ Memory gralnule colour
3730 ]

Heap Metadata

Allocator (TCB)
Client (untrusted)

Capability (allocated object)



Colouring & Revocation

revoke

reuse malloc
Quarantined
N
Recolour Allocated
last colour

v
free




snmalloc CHERI+MTE threat assessment

Spatial separation
/— Recolouring reduces
quarantine pressure
Temporal aliasing : :
/— Zero-on-free combines w/ recolouring,

o clears stale caps, & is safe from client
Information disclosure

access or /_ Quarantine/free state in-band again!
/_ Similar atomic sequence

Randomized defenses [ Deterministicw/issues | Soled(?)

36




snmalloc with CHERI summary

Spatial separation General Canaries
Temporal aliasing Randomized free <
queues

information disclosure - [@/onalloe (optional) 1| & ] (0lon de-uarantine 1 [0lon free

Randomized location
aeeess of Pointer obfuscation Seal*
- ointer o
corruption i
Incorrect free ™ & (opt-in) check of
ptr to object start é S check

Randomized defenses [ Deterministicw/issues | Soled(?)
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Current state of CheriBSD temporal safety

* snmalloc has baseline CHERI support (no quarantine)
* Composes with “mrs wrapper” library providing a form of quarantine
* Active work towards integrated quarantine

* Available for experimentation now, from source:
* Kernel, userspace support, mrs, & integrated dimalloc

* Next CheriBSD release (October) should have initial support:
* Baseline support in userspace, bypassed on default non-Cornucopia kernels
« 2" Cornucopia-enabled kernel as boot option
LD _PRELOAD malloc(s) and mrs wrapper as optional packages



One more thing...

N Microsoft Research Cambridge, Microsoft
Neering & Soly
to scale the key ideas from CHERI do
micr i
ocontrollers, These cores are very different from the desktop and server-class
Processors that have been the focus of the More lo project

) tions. Qv )
loring how er the past year, e

the cheapest

\
V

AN o tiny cores on the scale of

Microcontrollers are still typically in-order systems with short pi

Pelines and tens to hundreds of
kilobytes of local SRAM. In contrast, systems such as Morello h

ave wide and deep pipelines,
perform out-of-order execution, and have gigabytes to terabytes of DRAM hidden behind layers

of caches and a memory management unit with multiple levels of page tables, There are billions

of microcontrollers in the world and they are increasingly likely to be connected to the Internet.
The lack of virtual memory means that they typically don't have any kind of process-like

abstraction and so run unsafe languages in a single privilege domain.

i isting C/C++
This project has now reached the stage where we have a working RTOS running existing ,/ +
i min
nents in compartments. We will be open sourcing the software stack over the coming
- I ity { r proposed 1SA
ths and are working to verify a production-quality implementation of our prop
months a

ext | wRIS p ) X C , Wi we Inte co ute bac
xtensiol based() e RISC ect's bex core h(h d to t b

upstream.

“n

https://aka.ms/smallestcheri
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