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Introduction

* Trusted execution and capabilities

* CHERI-based prototype TEE.

* Object capabilities and domain switching
* Demo



TEE - Trusted Execution Environment and
Capabilities

* Trusted Execution Environments (TEEs)

* shield sensitive data and computation inside a secure region/enclave, away from
the rest of the untrusted operating system and services.
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TEE - Trusted Execution Environment and
Capabilities

* Trusted Execution Environments (TEEs)

* shield sensitive data and computation inside a secure region/enclave, away from
the rest of the untrusted operating system and services.
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TEE - Trusted Execution Environment and
Capabilities

Arm Trustzone Intel SGX Application



TEE - Trusted Execution Environment and
Capabilities

Arm Trustzone Intel SGX Application
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TEE - Trusted Execution Environment and
Capabilities

Arm Trustzone Intel SGX Application
dedicated trusted memory
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TEE - Trusted Execution Environment and

Capabilities

* TEEs, vulnerable

e to a multitude of hardware and software-based
attacks.
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TEE - Trusted Execution Environment and

Capabilities 20 B8a
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e Using Capability architectures m rg

e CHERI may mitigate against a variety of memory E m)
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 CHERI supports the creation of isolated regions of = 5 |EE

memory.



TEE - Trusted Execution Environment and

Capabilities 20 B8a
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* TEEs, vulnerable A N

= =9=

* to a multitude of hardware and software-based = ;

a

attacks. ) @@ U EE

e Capability architectures m (g

e CHERI may mitigate against a variety of memory E m)

vulnerability problems. H N NN =
 CHERI supports the creation of isolated regions of = 5 |EE

memory.
* Explore CHERI for TEEs

* I[mprove security



Explore CHERI for TEES
1. CHERI - OPTEE

2. CHERI prototype TEE
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Explore CHERI for TEES

1. CHERI - OPTEE

* Port existing TEE runtime such as
OP-TEE, to a capability enabled
TEE.

Untrusted TEE
\\Welgle Trusted World
software software

EL1 Linux /
Android

OP-TEE
Driver

EL3 Trusted Firmware

FVP Morello

2. CHERI prototype TEE

12



Explore CHERI for TEES

1. CHERI - OPTEE 2. CHERI prototype TEE
* Port existing TEE runtime such as * In collaboration with KU Leuven
OP-TEE, to a capability enabled * prototype CHERI-TEE on RISC-V
TEE. e prototype CHERI-TEE on Morello
Untrusted TEE & integration with Trustzone
World Trusted World
software software
EL1 Linux / g W/ &

Morello Platform
Model

Android
OP-TEE OP-TEE
Download the open access

W P % x
EL3 TI"UStEd Firmwa re Fixed Virtual Platform (FVP)
on developer.
FVP Morello 13




CHERI-based Prototype TEE

Attest
Identity

software M Enclave

Isolated
component

TCB

* |solated regions of memory
e Created during run-time

e Small trusted computing
Base TCB
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CHERI-based Prototype TEE

Attest
|dentity

software M Enclave

Isolated
component

TCB

* |solated regions of memory
e Created during run-time

e Small trusted computing
Base TCB

 Existing CHERI mechanisms
* Sealed capabilities pairs

* TWo new mechanisms

* To establish trust in an enclave

 exclusive ownership of a block of memory (memory sweep)

* Obtaining sealing capabilities derived from an enclave's identity
(symbolic private key to encrypt or sign other capabilities)

* First on a capability-based platform

Thomas Van Strydonck, June 2022, PhD Thesis
Formal Reasoning about Hardware Capability Architectures

Chapter 4. CHERI-TrEE: Flexible enclaves on capability machines
https://lirias.kuleuven.be/retrieve/667137
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Untrusted software

Create
Enclave

Allocates region
of memory

Enclave code

Enclave program memory

Copy enclave
code
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Untrusted software

Create
Enclave
Set up
Enclave

Available enclave
memory area

Enclave

Memory capabilities

TCB

Sealed enclave

@ Memory Sweep
@ Hash of code

@ Unique sealing
capabilities

© seal the enclave

* 3 New Instructions
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Untrusted software

Create
Enclave

Enclave

Attest
Enclave

Available enclave
memory area

Enclave
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Untrusted software

Create

Enclave

Set up
Enclave

Attest
Enclave

Run
enclave

function

ked

Available enclave
memory area

Enclave

Sealing capabilities
to Encrypt / sign
results
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RISC-V Prototype

Morello Prototype

Boot code, main program

software
Enclave Enclave

Instructions

CHERI extensions FPGA

& TCB Spinal HDL
(new instructions)

User space enclaves

- In both RISC-V and Morello

- Additional CHERI instructions
needed to initialise the enclaves

Normal
World
Enclave Enclave
Software

HVC

CHERI extensions

Hypervisor
& TCB P

new instructions
EL2N

Control of EL1 page tables
Boot code

Boot code, set up EL3
FVP Morello
20




RISC-V Prototype Morello Prototype

Normal
software World
Enclave Enclave Enclave Enclave
Software

Boot code, main program Boot code, main program ELIN

Instructions HVC

—3
CHERI extensions

& TCB

{new instructions)

CHERI extensions
& TCB

Hypervisor

{new instructions)

Control of EL1 page tables
Boot code

User space enclaves EL3
- In both RISC-V and Morello

- Additional CHERI instructions
needed to initialise the enclaves 21




Object Capabilities and domain switching

e 2015 CHERI: A Hybrid Capability-System
Architecture for Scalable Software
Compartmentalization, Robert N.M. Watson;
Jonathan Woodruff; Peter G. Neumann ... 2015
IEEE Symposium on Security and Privacy



Object Capabilities and domain switching

e 2015 CHERI: A Hybrid Capability-System
Memory aread Architecture for Scalable Software
Compartmentalization, Robert N.M. Watson;
Jonathan Woodruff; Peter G. Neumann ... 2015
IEEE Symposium on Security and Privacy

Capability -
IpermSIOtyperoundsl value I

Encapsulation

Untrusted access point

Capability >
Ipermslotypelboundsl value I
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Object Capabilities and domain switching

* Enclave consists of two parts, code section and
Enclave data section

Code section

MOV c0, c1

Bounds
permissions
RET
software mmm
Data section

01101010

00111111 Bounds
permissions

v
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Object Capabilities and domain switching

* Enclave consists of two parts, code section and
Enclave data section

Code section

MOV c0, c1

* Each section is represented by a capability with
bounds and permissions

Bounds
permissions

RET
software mmm
Data section

01101010

00111111 Bounds
permissions

v

Memory capabilities

IpefmSIOtyDeroundsl value I
Ipermslotypelboundsl value I—
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Object Capabilities and domain switching

* Enclave consists of two parts, code section and
Enclave data section

Code section

MOV c0, c1

* Each section is represented by a capability with
bounds and permissions

Bounds

permissions * Prevent execution in data region

software mmm
Data section

01101010

00111111 Bounds
permissions

IpefmSIOtyDeroundsl value I
Ipermslotypelboundsl value I—

Permit
execute
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Object Capabilities and domain switching

* Enclave consists of two parts, code section and
Enclave data section

Code section

MOV c0, c1

* Each section is represented by a capability with
bounds and permissions

Bounds

permissions * Prevent execution in data region

software mmm
Data section

01101010

00111111 Bounds
permissions

IpefmSIOtyDeroundsl value I
f
l]permslotypelboundsl value I—

Permit

execute
Permit 27

Invoke




Object Capabilities and domain switching

* Enclave consists of two parts, code section and
Enclave data section

Code section

MOV c0, c1

* Each section is represented by a capability with
bounds and permissions

Bounds

permissions * Prevent execution in data region

software M e Uniquely pair capabilities
Data section auely p P

01101010

00111111 Bounds
permissions

[\

Ipefm IOtYIOel oundsl value |
f

perm otypel oundsl value I—

Permi

execute
Permit 28

Invoke




Object Capabilities and domain switching

software

Enclave

Code section

MOV c0, c1
Bounds

permissions °

v

Data section

01101010

00111111 Bounds
permissions

[\

value

Iperm Iotypel oundsl
f

perm otypel oundsl

value

I_

Permi

execute
Permit

Invoke

CSEAL
CSEAL

Enclave consists of two parts, code section and
data section

Each section is represented by a capability with
bounds and permissions

Prevent execution in data region
Uniquely pair capabilities

Encapsulation done through sealing
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Object Capabilities and domain switching

software

Enclave

Code section
MOV c0, c1

Bounds
permissions

v

Data section

01101010

00111111 Bounds
permissions
\ 4
Iperm Iotypel oundsl value I CSEAL
f
perm otypel oundsl value I— CSEAL

Permi

execute
Permit

Invoke

Enclave consists of two parts, code section and
data section

Each section is represented by a capability with
bounds and permissions

Prevent execution in data region
Uniquely pair capabilities

Encapsulation done through sealing

Sealing Capability

|perms|0type|bounds| value |

I Permit T T
seal 1 otype
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Object Capabilities and domain switching

software

Enclave

Code section

MOV c0, c1
Bounds

permissions

v

Data section

01101010

00111111 Bounds
permissions

[\

cO |perm | otype [Hounds|

value

f
C]. perm otypel oundsl

value

I Permi
execute
Permit

Invoke

CSEAL cO, c0O, c2
CSEALCc], c1, c2

Enclave consists of two parts, code section and
data section

Each section is represented by a capability with
bounds and permissions

Prevent execution in data region
Uniquely pair capabilities

Encapsulation done through sealing

Sealing Capability

c2 Ipermsl otypelboundsl value |

I Permit T T
seal 1 otype

_
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Object Capabilities and domain switching

Clnvoke / BRS c29, cO, c1 Only way to access
Enclave
PCC PCC Cod = Code & data
ode section Unsealed
MOV c0, c1
Bount.:is.
Bounds ;ET p Run trusted COde
permissions SOftWa (S v

ol e Data section

01101010
00111111

Isolated
memory
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Demo and data processing scenario

Untrusted Main Code

1st Invoke User enclave

result

2"d Invoke User enclave
nonce(42)

nonce (42), result 246

sealed

User Enclave

(process data)

il

attestation

Invoke Sensor enclave

Check nonce (42), process result

Sensor Enclave
(capture raw data)

5.

result
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DemO and s 70050, FVP terminal_uart0_board
data processing
scenario
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